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Abstract

To configure VLAN (Virtual Local Area Network) on traditional network switches,
network managers need to use command-line or web interface to configure those devices
one by one, which makes it time-consuming for network managers to manage VLAN,
because they spend a lot of time to configure individual network device. If the users always
sit at a fixed location, the aforementioned process, although tedious, is still acceptable.
However, if the user moves to another room and try to connect his computer through the
network port in that room, network managers must assign the corresponding network port
to a VLAN which the user belongs to. When lots of people are moving inside an
organization, these tedious configuration tasks will ultimately become prone to error, due
to complicated manual configuration.

In this thesis, we use the Software-Defined Networking (SDN) architecture to solve
the above problem. For unified VLAN management, we use SDN to create a list table to
manage VLAN ID uniformly, so that network managers can quickly find the VLAN ID of
each device in the list table. For dynamic VLAN assignment, the MAC (Media Access
Control) address of the user's computer is used to find the mapped VLAN ID. This ensures
that the VLAN is automatically configured for the user's device whenever his device

moves to a new location. Through this automatic configuration of VLAN:S, the effect of
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network isolation is achieved.

Keywords: Dynamic VLAN Assignment, Network Isolation, OpenFlow, Software-Defined
Networking
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M OERIE At e i R R R o H B ] A7) OpenFlow # 7 ¢ 12 > 4yt & SDN
Controller 7 f5Lp¥ » € & 7 A AKX 6 R e BXF 1L RIS o

ForCES & ig4v ¢ o Pl A A 4783412 ¥ 3 E 2% > ForCES 1 &8 * 2§73V 4
FIZEH > 4t B i AT RERE Y 0 ¥ 127 X SDN Controller 7§ % {r ¥ gk
FCFLEDR Y o i B 12384 > ForCES # T g~ A gL f 4 > 715 o @3
FHA ARt BREY R RHBELGT R RHMB SRR ERA
A7 ¥ ForCES & £ p ERIHIA S AH KK > SHREL R pR
PRGN RTA Y O R R B M AR R AL o BREGKR F R
Aood Adte EAF SN ARTRE BRAE Y o WA DT KGR - CPU)E R E

B o

e

ik erde o B2 2% ForCES v 1 48 < e F At 3l £ F i * ch

Eh

% > fe ForCES M AiBa A1 WAL ~ 1 ~ RAR 6K chp] > @ ¥ it
vt A2 OpenFlow 4p $f§aig fe > FIS B H AHK S A R F & L pERAES - #
% ForCES ¥|3 4 By A4 E - f X R L@ % » i5» H 5 AR A OpenFlow % 24
A BEP Oy &

OpenFlow =17f H4cB] ~ #7771 > OpenFlow 2 #8785 11T 304

1. Group Table : Group Table p & % % i Flow Table LR/ -

2. Flow Table : § & d|4t& pF > # >t 2% OpenFlow R 3831 ¢ 8 T vl B

Broo
3. Channel : i & §_#- OpenFlow % & #%:# # 7| Controller » I ¥ 12§ 1% #5:3

4 % Controller °
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4. OpenFlow Protocol : Controller ¥ OpenFlow % 4% %2 [ e7id 2 2 2o

Bk 0§ 7 3¢ # 5] OpenFlow 2 #pF » A b %3te £.F 7 W
Flow Entry (=Bl 4 #7771 ) > 4% ;2§ B|i% /L Controller - p* fF c2 Controller ,T*ug =Yl
Packet-In sHF 3 > 3%4F¢ HF M A & F inport ~ Source MAC Address ~ Destination
MAC Address & - £ % 4 Controller |47 % %% ¢ chd » {6 > ,T*ug ¥ % Packet-Out =1
4 K% OpenFlow 2 348 » 45 77 doiw gdZiZ 3t e (4o e EAVIBHET ) &tk
PF#-3% 4t ¢ o0 Flow Entry P 273 % OpenFlow 2 # 1% o izfk— % > OpenFlow < 3%
BT - S R4 e £ 2§ % T Flow Entry h2Lp] pF o g JedB 4 &

B hps s > A & R i% 3 Controller 2] %7 o

‘ Controller ‘

Open Flox Protocol

Channel ‘
4 ’_0_‘ 4
Flow | | Flow e Flow
table | | table | table
S !

Group table

OpenFlow Switch

B ~ OpenFlow model[11]

Match fields Priority Counters Instructions Timeouts Cookie

e ey [ Packet + byte counters

Forward to port n
Encapsulate and forward to controller

Drop
! Send to normal processing pipeline
! Modify fields
L2 L3 L4

In VLAN
port D SA | DA ] Type | SA | DA | Prot | Src | Dst

and mask

@B 1 Flow Entry[13]
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=% é%kﬁf—,v}

¥ - & # 8 VLAN 4 =

B ity TREH D VLAN KB Apvt > 93 Té 5 VLAN, E gt * Ha
# e MAC & IP =hti& {7 VLANID s fie o iz0¢ 7§ i@ BEI A e hil
PE o R R ERTIRRE q‘r""‘ & e T $H R VLAN - Fa ifeig * ‘ﬁ R L
MEETE RRRX T - HF IR R TITE o

LB A Juniper s+ P P 3% %7 RADIUS (Remote Authentication Dial-In
User Service) #& fe Juniper = 3 ## & VLAN 4 fe R 7:[14] - RADIUS & - f& & §&
R PO R ERRKE (o S NAS.) P A R%EIRI ) T ERFTHE R
JR % (RADIUS Server) & @ ¢ 1=i¢ * HE N 73 - RADIUS # R % # fiz Juniper %
SR E R "’21‘,5%}2 AR Ao 0 F R "’z K W £~ Juniper R #8 chie§L
#- > Juniper % 3% #% % i¥ EAP (Extensible Authentication Protocol) & 3 346 i * —"‘Ff
ES - T "kﬁs«] MR S B RAE > BB F A @ v 3 Juniper 1 45 o BTk

Juniper % # 15 i RADIUS £ € » RADIUS Server # # 5 £% & @ * & T » %%
A’%i* g -4t 1 RADIUS {2 3f# b (4cBl+ - #777) » % i¥ I RADIUS Server © 4v
ST o Pl g RS A gt e @ ) Juniper 2 4% 0 & F L J Juniper % 3%

W F v BHREEE R FRE T LG P FRRR[IS5] ¢
f
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| User Device I | Junipser Switch I |RADIUS Serverl

1. EAP Identity Request

o
-

2. EAP Identity Responss

Y

3. RADIUS Regusst

Y

4 Authentication Successful
5. RADIUS Responss

6. EAP Succassful

A

B+~ RADIUS EAP /4%

0 7 15 N

Type=79 Length Value

EAP packets

B]+ - EAP Over RADIUS Format[16]

FlpL o %ﬁd X RADIUS B PR E=%E & * "lﬁm”“‘%@ﬁo VLAN » 12 i # ﬂ -
#~ %45 ~ Tunnel-Type (VLAN #f3]) ~ Tunnel-Medium-Type (VLAN &2 &)
Tunnel-Private-Group-ID (VLAN ID) % i & g9k %> 5 8 * X :h%x # it VLAN 4 fie
SPRFE o e & ﬂ&;ﬁlﬁﬁﬂ”*im#p?’vﬂ P F BRI SKE (A
o~ FIRE) 8% RADIUS 27333 > @ o en VLANID 2 5 5 10200 Pl F & &
B3k % 22 RADIUS Server i 48 ~ i2 > VLAN ~ 3B 8F3] ~ Htcié * —‘F‘f !
3 RADIUS Server @ 3w m:}ﬁ LGBl - o

A% < %% Juniper 8 i VLAN 4 fie 2% # » # RADIUS Server % & SDN

Controller ~ Juniper % 4% 1% % = Open vSwitch » % SDN Controller } ¥ 8 - i # i
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VLAN A& fie Rik o 4o = % » %3 2 7 % #3 » Open vSwitch 7 dpid %% ~ ¢ *
%K FIMAC ik~ VLANID % 2 fi 7530 > & SDN &7 ff 3 ek h > T 7 #
fi VLAN A fecfiRis - 7 2 & F ek B o 4 3 G- @ MT RPREAREFAR

NS

‘%i o

# =B RADIUS Server Bigige
user@switch# set access radius-server 10.0.0.100 secret juniper<
user@switch# set access profile profilel authentication-order radius«
user@switch# set access profile profilel radius authentication-server 10.0.0.100<
# E17 VLAN<
user@switch# set vlans vlan10 vian-id 10«
user@switch# set vlans vlan20 vlan-id 20«
# TEFEHEE SEREENT VLANE
user@switch# set interfaces ge-0/0/19 unit 0 family ethernet-switching vlan
members vlan10<
user@switch# set interfaces ge-0/0/20 unit 0 family ethernet-switching vlan
members vlan20<
# s E RS R R R
user@switch# set protocols dotlx authenticator interface ge-0/0/19 mac-radius
user@switch# set protocols dotlx authenticator interface ge-0/0/20 mac-radius+
# ELE = RADISU Server s EFEHEET
user@switch# ssh 10.0.0.100+
user@radius# edit fetc/raddb+
user@radius# vi users<
00040ffdacfe Auth-type:=EAP, User-Password = "00040ffdacfe"+

Tunnel-Type : VLAN<

Tunnel-Medium-Type : IEEE-802+

Tunnel-Private-Group-ID : 10+

0004aecd235f Auth-type:=EAP, User-Password = "0004aecd235f"

Tunnel-Type : VLAN<

Tunnel-Medium-Type : IEEE-802+

Tunnel-Private-Group-1D : 20+

B = Juniper 2 #483% B & f VLAN FRi:[14]

16

d0i:10.6837/ncnu202300216



Fo8 RBRER
B17]974 2 B 15 0 f2A2 35 5 42 2 (Multi-Tenant) e B 1R 46088 38 > %
s K EY LRy kY o Rdg R —*‘Ff?u_f; EE ot R R e
FELSEFERY FZFESFRY EET §3EIH R RY TR LT RE 2
B H2 GRS AHE A P TR '?’Ez’t“;%’;%ﬁljv,éfﬁ [ERERE S 2R b e )

AL gkt 4% % OpenFlow % & 5 %487 5

‘mﬁ

? LB R4 o @ OpenFlow § & 3¢
%1% FlowTable » = 5 K =5 » & K 8L 3 I 2R o § e dcsl e oo
RIS AR TRR R I - & K 1 Flow Table ¥ 1 4345 4% TR E H 17
FRends it s TOURA S WEL]FELE T EF A

G 3k gk R @ 7 SDN -~ Ad#% % & @ * Open vSwitch ~ £
B 21 A HE TR 2 B enE 5% %@ % OpenFlow » gt » @ * OpenFlow %3+ % & ;¢
0 Flow Table 7 #f (4-B®l-- = #777) > Hindz5 @ % Tenant 1 & * 44 i€~ Open
vSwitch> % — % ¢ Flow Table(Table 0)] #73% i¢ * jﬁs P e [P i h iR J IR
- & Flow Table A2 - 4% %434 Flow Table #73K 3> e pl#-344& 3 | H v K e
Flow Table » #|#73%4fe £ F @7 & #4512 v & Flow Table & £ ¥ % 1 3 Tihie
Bedf o JEd #8118 U K chFlow Table » B¢ U R v R Y FhRBIESH
BTG R P e R IR AL TPR AR © #H OpenFlow % % ;% Flow Table %%t &7 14
$73 I i Flow Table f & 7 AJE » #AJR 3t ¢ kil # 4 o Lo 85 i * F P JF
d ¥t Flow Table & & (73 B A1 ¥ g fle 5 & =R ¥ F 340 rdZi 4 1 49 64
Flow Table & » 4k et B 2 F $H R ¥ K 4o { g chipd] -

e H 4% f‘léi-q}ik?%? i€ * FAX kA% 5 pF > Flow Table e Roypedp ek SEAE T
Vit § B4 SDN ehieBi K F & ATH & 3 K Flow Table ehbe v > 0 {4 5 ek

*As APHEF o FP AH Y 2 B RRIERR I @ % VLAN (7 RERE

»

%t > & FlowTable 3K 3+ er3%a 7 7 & - & > & — FlowTable & 373 w B 2LR] » 2| %7
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#¢ S VLAN ID 2.5 5 » £ % k3% VLAN ID it i 0t > g i * % 44 ¢

Z

i » Flow Table & PF B crdfL ] o 4oyt — % > F# E 3|7 * K3+ 5 K ;% 7 Flow Table

WA~ &> 7 & HE VLANID :i‘ﬁ? VAT 'ﬁi& e B PR B eTPR AR o

(M ke wwiMasterContoler  )( Terant 1 Contoler 1320
138 r_$_\*ﬂ — I
bowrgPaset] | 5 et ||| [ Taes GoTae? |
Ds:Sae Hos | T (oSt (AT g roy |
Tz | P L | we || Gp T2 |
nonigPeoe2] | > [ aertmen ||| [ Taed Goidel | e o)) |
St Tenant § —rmmmm%: Ml |||y g Adon Acon: |
o feroett | | 0| Tt (coloSets|l (MO oo logut ettt i
s | P [Lfame | Twe || Gp Table3 | | Add Tevan 1 Tuwel )
bongPagets ] | S [ TR0 ||([__@kl__| [ okt | N )
oot | |0 a2 [coloSeas| ] [P o | A (OO |
158 C‘ Frame | Tabe " Grp Table 4
T o r _____ 1306
[ Tenant 2 Contoler 1226

Bl = An example of table re-direction [17]
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¥z & SDN # i VLAN £ fie & 3t

SDN Controller

N

-

=] U=

-’

Open vBwitch Physical Switch Wab Ssrver
\i )

==

User Laptop 1

User Laptop n
BlLw i se2 i

APt 2 A R % SDN B & i VLAN & fie > 2| ¥7i¢ * —J'Ff i T a9 MAC
Address %k 4 fie VLANID » ie% 7 § R % 3 chd 3% PVR I PR IE > 37 B3R 0
VLAN 31§ § %430 25 2 £~ K o %— # 7 VLAN 8 489/ * SDN ## ©*
# o Kk plE 5|4 K- I VLAN S £ 2 7 o0 fig 535 F VLANID o 4o+ #77 -
F L I Open vSwitch s 4 » iR i * - 38 3 § *5<¢ %X Open vSwitch i
%8 - ¢ ** Open vSwitch % #% OpenFlow[18] » iz ¢ ¥ SDN ¥ 12 ¢ I Open vSwitch >
BV rLa g R R 88 OpenFlow 2 # 48 ¢1% * o SDN ¢ Framework 1 * é8_
Ryu ’ i&&_— @ * Python #73 ¥ 7 SDN Framework[19] » & = #-i¢ * Ryu ¥ 8 #
ik VLAN 4 fie 4255 o 7 48 2 348 P * 1238 4% Open vSwitch 3 # 22 Web Server » #-7
8 2 $ #5138 3% Open vSwitch 2 % ¥ Web Server m}&ﬁ{ﬂiﬁ_—gmg{ #_= Trunk Port » 1/ ¢
% 3 VLAN Tag ehdt & ¥ 143 3 - Web Server # * 7 Virtual VLAN Interface % £/
5 1 7 I fefep Virtual VLAN Interface » 7 I R R IEJEcric sk o T — & 8-¢ tFiw

i 5 eh 2 #7233 SDN /i 4% o
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¥ - & SDN /42
A &t m /i 5 SDN # i VLAN #hjiifg > iz if #4t SDN 2 & ¢ Function » 4
%] §_Packet-In Function ~ Flood Packet Function ~ Forward Packet Function % % = 4

% SDN # fi VLAN 4 fieirfe s 28 o

£

¥ — -] & Packet-In Function

B %3P Packet-In Function 7 42 @] - Packet-In Function & & £4%jck p 7 &

 3%Ao e ed@endt e o g @ &% 7] SDN Controller & 7 21 %7 o Packet-In /i 4% [ 4 8]
L

%]
=

MO
1 &= 7 Access Port ¥ 17 MAC Address * 2| %74 fic VLANID » — B 453k 2

%15 > #4{7 SDN 425¢ o

i

® —‘ﬁ 9 MAC Address ~ VLANID » = ¥ 7%
2 SDN Controller 3z F| k p P B% # 3 i 3%4c i AILhit e o
3§ A#rz4ts £3F VLAN Tag:
3.0 o4 o Kkt (HVLANID o @ % $8ciiie (tag=1) 123 ¢ £
4 VLANID ¢ o
32 de% i oo % $¥cie (tag=0) 3%4H¢ 2% VLANID e ¥ 5%
# %4t ¢ ¢ Source MAC Address £ Destination MAC Address £.% #_3
B RL IEJ:‘F% friE oehE 4 L E (8 ﬁ 7 %t MAC Address) :
321 4ok izt o Bl#AE T H o
322 4% F o Bl3edi%dte 9 MAC Address ¥ 5 ¢ ﬂﬁ sriE 7
H v VLANID -
4  FET kH|¥ri% 4+ ¢ o Destination MAC Address §_% © & ¥ ze4- 4 MAC
Address Table p
41 4% X3 5 ¥ o8 MAC Address Table ¢ #-3f ¢ chF 3t VLANID ~

tag ~ Source MAC Address ~ Destination MAC Address » % /i
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Flood Packet Function °

42 4% 3 § ¥ o8& MAC Address Table » #-3t ¢ % 3 VLANID ~ Out

Port(#f ¢ i /L7 Port) ~ tag ~ Source MAC Address ~ Destination MAC

Address » 1% /i Forward Packet Function o

Start

=WE

W

(4]

Mo

E8EETE0] Source =X

Destination MAC Address =
EEEHEERN

#0#% MAC Address
£1FERT VLAN ID

l

ZI|&f Destination 25
MAC Address Tabls

Yes

h

#£=E Flood_Packst Function

B+ 7

v

#=F Forward_Packst Function

Packet-In Function Flowchart
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% = -] & Flood Packet Function

Flood Packet Function i & & F]5 X # BB § AV e B e > 3 g &
% 7|iZ Destination MAC Address i # 3 I 78 4 v F 4 7 uisid o iz g ¥
ARP (Address Resolution Protocol) [20] & 33t 0= N E B &F 0 prengtj= > § ARP
Request i¥ 415 > ﬁhg RABL FRRRPD o B THREEPN D0 ¢ 23] ARP
Request 51 #%4t¢ > & 7 3 2 H Destination IP Address 4p I¢ 572 #% ¢ & (7 ARP
Response ® % ° #r% &« MAC 4t € ¥ 7573 i ARPTable ¥ » = =8 ARP il
2 AR o
T K #E3E w3 Flood Packet Function @ 4] -+ = #57:
1 #qcF] % p *t Packet-In Function ¢h3f & T3t o %4+ 273 5% & MAC
Address Table 7 FcffcFlpt 34 o
2 H|#7i%4t& £.F F VLAN Tag (7 11 j&.% - -] & Packet-In Function i * &%
Hetag 1 B A0 3 2|%7):
2.1 4% 235 VLANTag» R|45 ¥ &> i& % Access Port <7 VLANID -
22 4r% 5 VLANTag > B|#-3f¢ VLAN Tag & “,‘T‘, °
3. #hiE3]#7 £44 VLANID 4p F 5 Access Port » 11 & i 4t VLAN Tag {5 » #

3¢ ¥ /1 v 3¥3% VLAN ID i i 0 Trunk Port o
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ZiEFEEPackst In BIStE

# VLAN Tag =&

Y ¥

E2SZERERY Access Port 3 Trunk Port 87 VLAN ID EEEZ 388
VLAN ID &7

Access Port - 2232 Z 55 £ Access Port 27827 VLAN ID
Trunk Port - 500 VLAN Tag =378 » 2283 = Trunk Port

B+ = Flood Packet Function Flowchart
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% = -] % Forward_Packet Function

# {¢ ¥_Forward Packet Function ;i #2.8] - Forward Packet Function i & &_% #f &
71 Destination MAC Address © 55 % i » ¥ 73 23> MAC Address Table p > & H#-
4t ¢ ehF M iE 3| Forward Packet Function o 3™ % » ¢ 2L 2|%74f ¢ & in port (Source
MAC Address 7 Port) ~ out port (1275 MAC Address Table f 4 ¢ 3 1) 2 3 b
Port) %_Access Port & ¥_Trunk Port » £ 3 {8 4 A2 3t ¢ & /?]‘ v Flow Entry ##>
iT o
MRS A BB - g AR
1 #4c ¥k p Packet-In Function #f & ehF 3 o
2 7 A H]¥74e % in port £_ Access Port f= out port £_Access Port > ¥ #_IF #k 5
VLANID :
2.1 4% & o 1345 MAC Address Table § %' ek & » ¥4t ¢ B 423 fLdy T
port > I 7 4v Flow Entry % Open vSwitch o
3 4e% 7 Ao %7 in port &_Access Port §- out port E_Trunk Port » ¥ Trunk
Port §_i3¥3% VLANID i 1§ :
3.1 4e% & 245 MAC Address Table § ¥ ek 4% » £ ¥4t e /?]‘ “t VLAN
Tag » 21 1% jLdp Lihport » ¥ 7 e Flow Entry % Open vSwitch -
4 4e% 2 F_o ¥ in port &_Trunk Port v out port #_Access Port » * 4 &
VLAN ID #_§2 Access Port e VLAN ID F_4p e &7 :
4.1 4% o 133 MAC Address Table § ¥ ek 45> L H#-3fe “,f VLAN
Tag » 21 1% jLdp Lihport » ¥ 7 e Flow Entry % Open vSwitch -
5 4e% 7 & %7 in port &_Trunk Port v out port £_Trunk Port > ¥ #}#
VLAN ID #_§? Trunk Port 7 VLAN ID #_4p f& &7 :

5.1 4e% & o 245 MAC Address Table 5 ¥ ehlc 4% > 4t¢ ® & Ldp T
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port » 7 e Flow Entry % Open vSwitch o

6 4ok E > KA PIEF D Ports PlEde T H o

Z{SHE Packst in 1372

iE#E MAC Address Table
FERCHE EERETIE—
BI MAC Port

7% In port = Accsss
Port I Out Port & Access
Port

Yes

£ In port £ Access
Part 1 Out Port = Trunk
Port

0 Flow Entry R El# Open vSwitch

Yes iE#E MAC Addrsss Table

=EphiEs | 32 VLAN Tag
=S EEY Access
Port

%= In port = Trunk Po
Out Port = Access Port

Yes

% MAC Address Table

JiCiE EEEEEE
&7 Trunk Port

2% In port = Trunk Po

%1 Out Port £ Trunk Paogt

Drop

B+ - Forward Packet Function Flowchart
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% = & Flow Table %3+

A & e Flow Table s73% 3540 — 9757 o (@] = P bt 4 mindte g 4o

{5 » SDN Controller 3454t # chph % (4v : VLANID ~ In Port ~ Source MAC

Address ~ Destination MAC Address) k # % Flow Entry P| » #X{¢ % OpenFlow

¥ 2 @ % P % Open vSwitch[21] » & 7 # & Flow Entry eh#t & pF » e E R4

HE L FEE D4 LT k4 7 3 LK S 403% 4L SDN Controller i

S| o
4. — Flow Table Design
Rule Name Match Action
In Port & * &4 P VLAN

Access Port to Access Port

Destination MAC Address

Source MAC Address

Tag > E #i% /L4p L out

port

Access Port to Trunk Port

In Port
Destination MAC Address

Source MAC Address

#t# 4t} VLAN Tag > i%

iL4p L out port

Trunk Port to Access Port

In Port
VLAN ID
Destination MAC Address

Source MAC Address

e 2 *# VLAN Tag > i¥

#L4p T out port

Trunk Port to Trunk Port

In Port
VLAN ID
Destination MAC Address

Source MAC Address

e 3 XA % VLAN
Tag » E 4%3i% {L4p Lehout

port
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Yw & Linfe
At - #iEwm A % SDN # it VLAN 542822 Flow Table {& » & & #-4 5 %
Beidrfr & FE T FYR S g - £ LT 4R Open vSwitch chfe g - i@ % 4 &
T &2 Web Server VLAN 10 crg e+ » @ * & 7 5] Web Server 2 [ 1
Request ~ Response i& ¥ 3% » 10T € o 25 /| & Kk gt o
% — -] & HTTP Request

hof] - o~ o g A RR * F nd T8 & i s F| Web Server 7 Request %

1 @ ﬁ ¥ T #+ Open vSwitch & e ig » i@ ﬁ 37 prid AP Web
Server 73 VLAN 10 77 Interface  #f# ix /& Open vSwitch

2 OpenvSwitch |3t # {8 > % i %40 mJ23% 3t ¢ > i L SDN Controller
(Packet-In)

3 SDN Controller %] %7i& * "ﬁ 3 7 9 MAC ¥ x> Open vSwitch 22 F 48 < #£ %
e B R K Trunk VLAN 10 0 i A fe VLAN 10 -

4 $fé 4 VLANTag £ %3¢ 5 912 § 24548 (Packet-Out) -

5 HEEATRIEE > F I Open vSwitch 2 82 B i o &
Trunk Port » ¥ 23¥3%4+& VLAN 10 i if -

6 F R4 Web Server e L3R > 3% % Trunk VLAN 100 41¢ &
F:i% /1 Web Server 9 48 3+ o d »* Web Server 1 Virtual VLAN Interface &_
A R+ K3 ap|E > & Web Server F £ i+ i};fg'\{Trunk Port > @
Virtual VLAN Interface &#_ Access Port © i¥ 3] Web Server & #8 &+ 5 » L35
Z4te (0 VLANID £ F 5 $ /&3] VLAN 10 Interface » 3 ei5a#-¢ &7 2 “,%
VLANID -

7 3 3] VLAN 10 Interface » #-#t ¢ 3% /& VLAN 10 Interface -
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Trunk Port

Access Port

3. £1E User Laptop B1 MAG il » 582
SDN Controller  yLAN 10 » 252545 0pen vSwitch

2. 1832 = SDN Controller 4. SENE VLAN Tag 10 3£

Trunk VLAN 10

1. /83 E Open vSwitch 5. EEEETES ey 8. = E Web Server H1EREHEF
<
_ _—
n —p-
~ =
User Laptop Open vSwitch Physical Switch

]+ ~ HTTP Request

% = /] & HTTP Response

7. =B VLANID
SHURREEATISOE Trunk Port 3:E| VLAN 10 Interface

VLAN 10 Interface

.

|

Web Server

R e A 7 N N L —"Ff 4 7 Request ¥ i Web Server VLAN 10 Interface & >

BT %ﬁﬁ{@ﬁf‘}* %o

8. Web Server VLAN 10 Interface #-4+ & #i%¥ 3 Web Server F 8+ -

9. & EIF MBI > ¥ Fic VLANTag 3 i L5 4148

10. 7 %8 % 4% %18 4% Open vSwitch 38 v §_Trunk VLAN 10 » #& & F#-4F7 /1

Open vSwitch °

11. Open vSwitch £ {2 3| 7 4vif 4o w2 4t # > ¥ T SDN Controller (Packet-

In) -

12, & * —"Ff 3 B Open vSwitch 47 Access Port + » 3%4t¢ F & 3 “,f VLAN

13. 4%k = fsenste #iE3# % £ 2T (Packet Out) -

14. & * # L % #der4te -
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Trunk Port

Accses Port

12. EEZZEEET Open vSwitch &7
SDN Controller | Access Port =+ 37&%% VLAN VLAN 10 Interface

Tag 10 8. EEEWeb Server EIREF
13. /&%= E User Laptop 11. EUiEIF & == SDN Controller
Trunk VLAN 10 -
" 9. SEMEVLAN 10
s i Propreepiay

14, TS 10. 835 Z Open vSwitch #* MEEEETER N =

» ‘ ad) &
= -

User Laptop Open vS8witch Physical Switch Web Server

B~ 1 HTTP Response
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VLAN 10 Virtual VLAN 20 Virtual
Interface Intarface

VLAN \ /AN 20

X
I

HR Wsb Ssrver

Trunk VLAN 10 - 20

% 2
- %, vy Fe
¥IF ABRIF
VLAN 10 Virtual VLAN 30 Virtual
Interface Interface
VLAN \ /AN 30
2
iF‘ |
Y
PM Weab Server
Trunk VLAN 10 - 30
‘_-:' Access Port
A

Trunk Port

Physical Switch

Trunk VLAMN 10 ~ 20 - 30

» SDN Controller

Open vSwitch

A

IT Laptop 1 HR Laptop 2 PM Laptop 3
VLAN 10 VLAN 20 VLAN 30

2

Bl- -+ g TE M

S w ettt 0k Aen - SDN R R ed) > A FRFE Al
BN REFEFIE &5 AR
S e

Fod T A A

FHAER - P RS R B
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User Laptop : User Laptop %% 583 ¢ 4 %| % IT Laptop ~ HR Laptop ~ PM
Laptop » P e8_5 7 ficf= B % B 30 4038 & £+ Open vSwitch % B 3%
& %ﬁf # SDN Controller | % MAC Address % 4 ficif § 7 VLANID -
Open vSwitch : B Jfeinm #8 2 18 5088 > £ 32 OpenFlow % 2> ¥ X A - &
FHAP Y (B A- F5 OpenvSwitch 2 % 5 4oBl= - - #f77) o Open
vSwitch ¥ i % & (Bridge) £ el R o A PR-F e R i
FF OB FRREAe G o KNI T AR PRIENTES 0 24 R
A LT LRI R

SDN Controller : SDN i * &7 Framework » Ryu > £ Open vSwitch % % & ¢
- p Al (Bl L - #f7) 0 T F 4] Open vSwitch e+ chdfe Bi% o 42

;\. ,{;’% .;(r-xﬁ%‘f:—_ o

Bl= + - OpenvSwitch i {%
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4. Physical Switch: F # 2 ### * ZYXEL GS1200-5 5 5 1B e §& 35 e
Switch © 4 2 # # ¥ 5 i8 4% Open vSwitch 1 §# & Web Server # v 3

oo FHIUHEWAR - L2 AT e

Bl=- + = ZYXEL GS1200-5 Switch

5. Web Server : Web Server % * Nginx ¥ % % F R E o &3 5 Web Server *
‘Ffii?i 7 7 Fe 4 E Virtual VLAN Interface » i 3| B IE 3 0P e
A £ Aok S P

R S

Host CPU Memory OS Software
. ) Open vSwitch
Open Intel® Core™ 15-11400 Debian
) 16G 2.15.0
vSwitch 2.60 GHz 11
Ryu 4.22
IT Web Intel® Core™ 17-11700 Debian )
64G Nginx 1.18.0
Server 2.50 GHz 11
HR Web Intel® Core™ 15-9400 2.90 Debian )
32G Nginx 1.18.0
Server GHz 11
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A;\

% — & Open vSwitch

* & it 4o P % % Open vSwitch ~ #-F 48 4+ 4c » Open vSwitch &7 i3 28

7}3:__

s 4= IR IR

¥ - -] & Open vSwitch % %

o] & iE % % Open vSwitch 5 38 » 12 F B-g 1095 Brens Uit

1

Ld-apt L 7T BFTR A o

#sudo apt update && sudo apt upgrade

% % apt ® 4% §* Open vSwitch -

#sudo apt install openvswitch-switch-dpdk -y
% %= & 5By Open vSwitch % #

#sudo ovs-vsctl --version

% = -] & Open vSwitch 3% Z_

pUo &t @ % Open vSwitch -5 f8+ 4c x> &

1

ATH{ - 1 Bridge » & F *? i ovs e

#sudo ovs-vsctl add-br ovs

23 %8 %=+ enol 4 » T ovs 7 Bridge °

#sudo ovs-vsctl add-port ovs enol

#-enol shEE /i & 77 » & Open vSwitch ¥ 12 %%'EJ enol #-Fte i
4 Xt T (IP Address ~ Netmask) 4pi%% ovs

#sudo ifconfig enol 0

#sudo ifconfig ovs up

#sudo ifconfig ovs 192.168.0.50 netmask 255.255.255.0

#-H R R+ 4o~ T ovs 1 Bridge 0 i@ ¥ —*Ff?/f{ B R

fi VLAN A fie R A% o
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#sudo ovs-vsctl add-port ovs enp1s0f0
#sudo ovs-vsctl add-port ovs enp1s0f1
#sudo ovs-vsctl add-port ovs enp1s0f2

#sudo ovs-vsctl add-port ovs enp1s0f3

%#ﬁﬁﬁﬁ%swmmmeMW’%ﬁéﬁ%@:¢£%ﬁo

Port enplsefl
Interface
Port ovs
Interface
type:
Port enplsef2
Interface
Port enplsefe
Interface
Port enol
Interface
Port enplsef3

enplsefl

ovs
internal

enplsefz2

enplsefe

Interface e
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% = & SDN Controller

~ &3 & % % Ryu Framework i 42 ~ Open vSwitch 12 2 3 7 % e & K

(‘H}

% -/ % Ryu % %

YT 3R S % K Ryu TR eni A
1 % % Python 4p A 1 &

#sudo apt-get install python-pip

#sudo apt-get install python-setuptools
2 &% pip % & ryu

#pip install ryu
3 @ git #RB~ ryu B4R

#git clone https://github.com/osrg/ryu.git
4 I ryu P& fiTE K

#ed ryu/

# sudo python3 ./setup.py install
% = -] & 3% Z_Ryu Controller

ool aRR TR B - - = > 1T 5 A Open vSwitch % % SDN Controller 4

1 % Open vSwitch 7 2% fi-/2 ™ &4y T OpenFlow 1.0 % & » g & & { #odp 2
OpenFlow 1.3 5 & o
#sudo ovs-vsctl set bridge ovs protocols=OpenFlow13

2t Open vSwitch % & £ SDN Controller 4#] % @ & e [P 3 5k > 12T 3y T id
* A4 IP = 4 127.0.0.1 » TCP 385 5 6633 -

#sudo ovs-vsctl set-controller ovs tcp:127.0.0.1:6633
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3 @ #;1 £ P& SDN Controller #_% = 74 22 Open vSwitch ift 3 -
#sudo ryu-manager --verbose
31 =#aF o doBl- L v #7570 "is_connected: true" it % SDN Controller
= 7 ¥ Open vSwitch 7 Bridge = # il £

32Tfe537d-f4d3-4f5b-9323-52c4544d32fd
Bridge owvs

Controller "tcp:127.0.0.1:6633"
is connected: true

Bl- + = SDN Controller i 3= # % &

4 % %_Open vSwitch Dpid #% %522 35 & Trunk Port Number » 12 7T — /| &

TR R DRk Z e

#sudo ovs-vsctl set bridge ovs other config:datapath-id=0000000000000001

#sudo ovs-vsctl -- --columns=name,ofport list interface enol

FZ 8 WERE

At 2w F & 5% f 1 MAC Address 4 fic VLAN » 12 % Trunk Port =
Fomits VLAN i i o fie ¥ mqja R e L¢3 3 % # "access_port_data"
fr "trunk_port_data" %A * F & (Dictionary) 77 ;R T o Fik
"access port data"’c 4k i * ﬁ 7 e MAC Address » & 5 i@ * ﬁ 3 7 4~ fie VLAN
ID- Bl= 43 &7 F & BHe~ %5 Dpid (Open vSwitch 7 1D) ~ MAC Address »
\&MﬂDWQ#°%&%MKWQMM%WWWNEMUD?U£@’ﬁiﬁéﬁ

= 4 % 5 Dpid ~ Port Number ~ VLAN ID #7 = o
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# REABHPBER

F k82 4% 48 17 5 13 4% Open vSwitch 22 Web Server i 2 FFef v » A& 3 B3
W AR K E VLAN i 4% o
-/} & R AL B3R L VLAN
HRLEP DT REL L BT IR Web T i o Bon R IEY R R
Wk T LR R i&—&'\#&j SDN Controller e # > #xizi# @ * &18_Open
vSwitch 3 #% % :& (73 (%
% %A Open vSwitch 3 # + B £z Firefox > ﬂih] "http://192.168.0.3" > ¥ L F & 4

,i}{fp’ iV

B 4sRTH & = % 3L i VLANID (VLAN 10 ~ VLAN 20 ~ VLAN 30) » #7347 e0%

=N

Blo L2957 o 27 R AFI24 5 E8& "VLAN" F 6 0 & r 3T

GACElZ L SR o R d Amirr i2d B VLANID « ¢ 4 m %8 A Trunk
Port > = i&{fb?g’m{lﬁ VLANID G 3o o % 4 B E_Access Port > %37 VLANID
e AEEEHE T B g8 (74 % VLANID » i 3 4hig fend f -

& P it Port 1 i el 52 Open vSwitch 4 4% » 3¥ VLAN 10 ~ 20 ~
30 i i o Port 2 i #4003 % ¥ HR Web Server 3 4% » 2 2F¥ VLAN 10 ~ 20 i@ i - Port

3453 #3 8_PM Web Server 4 # > w3 VLAN 10 ~ 30 i i o
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ZY Y EL cs1z2005

System

System Information
Model Name Device Name Firmware Version Loop Status
GS1200-5 GS1200-5 V1.00(ABKM.4)C0 Normal

MAC Address IP Address Subnet Mask

BC:CF:4F:FC:49:08 192.168.0.3 255.255.255.0

Per Port Status

Port Link Status TX(Pkts) RX(PKts) Loop Status

1 1000 Mbps 4,739,274 20,357 Normal

Bl- - ZYXEL GS1200-5 Switch Web # 32 /i &

Maximum number of IEEE 802.1Q VLAN: 32

VLAN ID o1 02 03
- ] ] ]
10
20
30

MNon-Member Tag Egress Member [l Untag Egress Member

Bl= + - ZYXEL GS1200-5 Switch VLAN 3% ¥
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-E“%

¥ = & Web Server 2%

* & 3 & #if Web Server ¢ Nginx £2 Virtual VLAN Interface &_4c @ & %27 2¢

% — -] & Nginx % %
o) &R % % Nginx (B 42[22] 0 11 % fxd Nginx & F o
1 i * apt % % Nginx °
#sudo apt install nginx

2 & Nginx % *10% frbe

#/sbin/nginx -v

Bl= + ~ Nginx Version

#sudo systemctl start nginx.serivce

3 B Fx Firefox ﬁig?J A gt (http://127.0.0.1) & 5§ Nginx $ 7 2 F @ 5= #

“."11\ “\

Fots > R G heBlo L4 ATE e

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at ngimx.com.

Thank you for using nginx.

Bl- -4 Nginx Web & &
¥ = /] & Virtual VLAN Interface * » #re &% &

Virtual VLAN Interface #— #% ¢ Linux i # ¢ Kernel ,T‘u ©EE R e 3
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http://127.0.0.1/

SECNTE R DN ST TR B RS I
1 4% » Virtual VLAN Interface #-%2 (802.1Q)
#modprobe 8021q && echo "8021q" >> /etc/modules
2 FERRALE S g
#sudo Ismod | grep -1 8021q

3 2 /etc/network/interface 4§t 4 @ + 12 stk T 4rBl = L 1w

pre-up ifconfig $IFACE up

auto enp3s50.20
1 f :tﬁtir
vlian-raw de: an; ]
addres -
netma

Bl = -+ Virtual VLAN Interface % #_
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$2% 7REE

% — & SDN Controller £ Juniper # f VLAN 4 fie JR 7%
A TR R

lv

HER =

Open vSwitch =4 38 »

SRR S A R E R 2
Z o33 B VLAN »
VLANID - g9 %= 2 &

I Fr A ﬁo

=)

GREER SR s
Tl RAGRERE R CERAT FORREY ¥V
| ¥+ &7 VLANID »

LL-\;:% j\ﬁv’/‘q‘mtm:
%4 fie VLANID chpf P+ > & F

J o

~ SDN Controller # i VLAN 4 fie PR3 22
< }’%‘?}ép e Juniper #7#% & c#° & VLAN 4 fe JR7%38 {7 b fie o Juniper #74% & e j
VLAN #% fie§ 5Tk 5 ﬁfﬁéérﬁ] -3 = é»rv"!fé'*ﬁét% ~ Juniper % # 1% -
RADIUS Server i * 23X & 3% » T| Juniper < # 8 chip i1 > ¢ 3% EAP %R#E %
‘ﬁ;{% v ‘\'/Pﬁg‘])“hg”' L I o Bfﬁg,]% = =% fé > Juniper 2 S € Jo i@
* 3 T % RADIUS Server > Seedil 3 K AL > Bk~ # 31 L @ w T Juniper
it £ 5] Juniper R F E A S g LB Y "k XK R "k %i};\
FARINAPHEDVLANID » # ¥ sy # o I p o iR
iRl R % KR A A e VLANID sops i 2

7% » SDN Controller #4z '
B 4ozt B PR > @ (4 4 413% 41 @ o9 Source MAC Address &
Hr&ETAALT

iTE i

« Destination MAC Address

B VLANID » £ v S5 {8308
2 %27 RADIUS Server 4 fie VLAN ID i [ > IR % 5 » 2L 1

Juniper
A e
% iz RADIUS Server Sz = # ejj’ 4, » @& * Wireshark #&/p|3% 3¢ v & = & %3 oh
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VLAN 10 Virtual | |VLAN 20 Virtual VLAN 10 Virtual
Interface Interface

VLAN 30 Virtual

Interface Interface
VLANTD\‘ /QN 20 VLANN AN 30
B el
) F"a
l[ﬁ Ao 4

HR Web Server PM Web Server

Trunk VLAN 10 - 20 Trunk VLAN 10 - 30

—

Juniper Switch
RADIUS Server

T 8 @

IT Laptop 1 HR Laptop 2 PM Laptop 3
VLAN 10 VLAN 20 VLAN 30

Bl= + - Juniper % # 2 RADIUS ¥ %% 5

Access Port

Trunk Port

¥plens % 4cB = - = #75% 5 & SDN Controller (738 A o FF— ~ = S

PRt pF > A 3] VLANID eopEffF 5 0.008 ~0.009 §) o @ Juniper < 4% 4% ¢2

RADIUS Server $8 4 It & - ~ = SHE» ®pig > »fe VLANID L3555

0.06 ~ 0.08 # 2 f¥ o SDN Controller %4 fizc VLAN ID + +t 4= Juniper % & iR 73} ¢

-

)

0.07 ) » =B+ * £ % ¢ 7% 91 ¢ SDN Controller # fi VLAN A fie PR 7% 5_p0 & ik

Y50 BE o T - & #-p2 ¥ SDN Controller % i% 1~1000 B 7 F MAC 4t et

2
4

oo
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% = & SDN Controller # & VLAN 4 fie 3% st B3

# & zLit SDN Controller %% g8 VLAN 4 fie eziy > 117 f3aJd2 « £ MAC i
pAes fe VLAN hps o A =0 f S ek BidoBl= - = 977 > R % F AR
(192.168.1.15) & * Scapy 1 & &g 1~1000 # F 9 MAC =ht3+e @ 3% 3] Web
Server 77 VLAN 10 Interface (192.168.1.10) » % :# MAC &4t # 3| Open vSwitch & »
¥% ¢ d OpenFlow % €% 1 SDN Controller *|#7 > @ F 4 2 3% % P £ & Open

vSwitch 7 % ~ Web Server 2. ¥ e 23828 % Trunk Port » = 2F VLAN 10 i if -

192.168.1.10
SDN Controller VLAN 10 Interface
-
N I
User Laptop Open vSwitch Physical Switch Web Server

192.168.1.15

EE Scapy B
1 ~ 1000 E-FEIMACHIHET &

Bl= -+ = SDN Controller »x % P38 Tk 5
Gd % 1~1000 B 7 F MAC st 03t # > SDN Controller # i VLAN 4 fiz »

AR N R AeBlZ L ow AT o BLRF| A E 4T B E D 600 20w > & 100 B3
¢ 5% g MR 1~3 A F VLAN pFIEF 24238 0.01 ) > H 44t e 504 % 0.008 ~0.009
Fy o m 600—10000 2. & cadte 5 - X0+ S FepF B AZHE 0.0 ) o d 20 ¥ 2 39 #c
£ 4% 7 > SDN Controller 4 iz VLAN 2 cnpF FAg2 £ o e 8 > 27 £ - B+ R
3o E4e B KFIF 1000 B fydics 0.0124) 0 A F - Be (0.008 ) ©
H 4 0.004 F) > iz & 7 % SDN Controller &2 7 % MAC oyt chit e 30:g+ 12

Wl R F A Y FA R - 5@ wB AT VLANID
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from ryu.base import app manager

from ryu.controller import ofp event

from ryu.controller.handler import CONFIG DISPATCHER, MAIN DISPATCHER
from ryu.controller.handler import set ev_cls

from ryu.ofproto import ofproto v1 3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

from ryu.lib.packet import ether types

from ryu.lib.packet import vlan

from ryu.lib import hub

import requests

access_port_url = "access_port_data"

trunk port url = "trunk port data"
# VLAN Definition class

class VlanDefinition:
def init (self, *args):

pass

def To Get Access MAC(self, dpid, vlan_id):
mac =[]
access_port_data url 1 = f"http://localhost:5000/{access_port url}/{dpid}"
url read 1 =requests.get(access port data url 1)

access_port_data 1 =url read 1.json()

for port in access_port_data 1:
access_port data url 2 =
f"http://localhost:5000/ {access_port url}/{dpid}/{port}"

url read 2 = requests.get(access port data url 2)
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access_port_data 2 =url read 2.json()
if access_port data 2 ==vlan_id:
mac.append(port)

return mac

def To_Get Trunk Ports(self, dpid, vlan id):
ports = []
trunk port data url 1= {"http://localhost:5000/{trunk port url}/{dpid}"
url read 1 = requests.get(trunk port data url 1)
trunk port data 1 =url read 1.json()

for port in trunk port data 1:
trunk port data url 2=
f"http://localhost: 5000/ {trunk port url}/{dpid}/{port}"
url read 2 =requests.get(trunk port data url 2)
trunk port data 2 =url read 2.json()
if vlan_id in trunk port data 2:
ports.append(int(port))

return ports

def This_Is Access MAC(self, dpid, vlan _id, port):
access_port_data url 1 = f"http://localhost:5000/{access_port url}/{dpid}"

url read 1 =requests.get(access port data url 1)

access_port_data 1 =url read 1.json()

if port in access_port _data 1:
access_port data url 2 =

f"http://localhost:5000/ {access_port url}/{dpid}/{port}"
url read 2 = requests.get(access port data url 2)
access_port_data 2 =url read 2.json()
if vlan_id == access_port data 2:
return True

return False
def This_Is Trunk Port(self, dpid, vlan_id, port):

trunk port data url 1= {"http://localhost:5000/{trunk port url}/{dpid}"
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url read 1 = requests.get(trunk port data url 1)
trunk port data 1 =url read 1.json()

if port in trunk port data 1:
trunk port data url 2 =
f"http://localhost: 5000/ {trunk port url}/{dpid}/{port}"
url read 2 =requests.get(trunk port data url 2)
trunk port data 2 =url read 2.json()
if vlan_id in trunk port data 2:
return True

return False

Vlan_Definition = VlanDefinition()

class L2 VLANSwitch13(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_vl 3.0FP_VERSION]

def init (self, *args, **kwargs):
super(L2 VLANSwitch13, self). init (*args, **kwargs)
# Initialize mac address table.
self.mac_to port = {}
self.datapaths = {}
self.old config = {}

self.monitor_thread = hub.spawn(self. monitor)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch _features handler(self, ev):

datapath = ev.msg.datapath

self.datapath 2 = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

self.datapaths = datapath

# Install the table-miss flow entry.
match = parser. OFPMatch()
actions = [parser.OFPActionOutput(ofproto.OFPP_ CONTROLLER,
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ofproto.OFPCML NO_ BUFFER)]
self.add_flow(datapath, 0,0, match, actions)

def monitor(self):

while True:
hub.sleep(3)

try:

access_port_data url 1 = f"http://localhost:5000/{access_port url}"

url read 1 =requests.get(access port data url 1)

access_port_all =url read 1.json()

except requests.exceptions.RequestException as e:

self.logger.error('Failed ! %s',e)

new_config = {}
#inner key diff = set()
inner_key diff = {}
diff = {}

if not self.old_config:

else:

self.old config = access_port_all

print(" H)
print("OLD_CONFIG : ", self.old_config)
print(" H)

new_config = access_port all

print(" ")

print("NEW_CONFIG : ", new_config)

print(" ")

if self.old config ==new_config:
print(" ")
print("Same config")
print(" ")
pass

else:
for key in self.old config:
if key not in new_config:
difffkey] = self.old_config[key]
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else:
for inner_key in self.old_config[key]:
if inner_key not in new_config[key] or

new_config[key][inner key] !=self.old config[key][inner key]:

inner_key diff = inner_key

if key not in diff:

diffTkey] = {}

difffkey][inner key] =

self.old config[key][inner key]

self.old config =new_config

del mac = None

print(" ")
print("Config has change")

print(self.old_config)
print(inner_key diff)
print( " ")

print(" ")
print("Go test function delete flow entry.")
self.Delete Change Config File(self.datapaths, inner key diff)

print(" H)

def Delete Change Config_File(self, datapath, inner key):
#ofproto = datapath.ofproto
parser = datapath.ofproto_parser

del match = parser. OFPMatch(eth_src=inner key)
self.del flow(datapath=datapath, match=del match, table id=0)

del mac = inner key

print(" H)
print("Success delete flow entry !!!")
print(" H)

check = isinstance(datapath.id, str)

print("Is the string ? ",check)

if del_mac != None:
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del self.mac_to port[datapath.id][del mac]

print(" ")
print("Success delete flow table !!!")
print(" ")
pass

else:
pass

def add_flow(self, datapath, priority, table id, match, actions,buffer id=None):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions(ofproto.OFPIT _APPLY ACTIONS,
actions)]

if buffer id:
mod = parser.OFPFlowMod(datapath=datapath, buffer id=buffer id,
priority=priority, table id=0, match=match,
instructions=inst)

else:
mod = parser.OFPFlowMod(datapath=datapath, priority=priority,
match=match, table id=0, instructions=inst)

datapath.send msg(mod)

def del flow(self, datapath, match, table id):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

mod = parser.OFPFlowMod(datapath=datapath,
command=ofproto.OFPFC_DELETE, out port=ofproto.OFPP_ANY,
out_group=ofproto.OFPG_ANY, match=match,table id=table id)
datapath.send msg(mod)

def Flood Packet To Vlan Ports(self, msg, vlan_id, tagged,src,dst,out port):
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
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in_port = msg.match['in_port']

actions =[]

# If packet have VLAN ID, untag first.
if tagged == 1:
actions.append(parser.OFPActionPopVlan())

dpid = datapath.id

access_ports = Vlan_Definition.To Get Access MAC(dpid, vlan_id)

trunk ports = Vlan_Definition.To_Get Trunk Ports(dpid, vlan_id)

self.logger.info("flood packet: dpid ({}) vlan_id ({}) access ports ({}) trunk
ports ({}) ".format(dpid,vlan_id,access_ports,trunk ports))

# Judgment src or dst in access port

if src in access_ports:
actions.append(parser.OFPActionOutput(out_port))

elif dst in access_ports:
actions.append(parser.OFPActionOutput(out_port))

else:

pass

actions.append(parser.OFPActionPushVIan(0x8100))
vid = vlan_id | ofproto_vl 3.0OFPVID PRESENT
actions.append(parser.OFPActionSetField(vlan vid=vid))

# Output to trunk port
for port in trunk ports:
if port !=in_port:
actions.append(parser.OFPA ctionOutput(port))

data = None
if msg.buffer id == ofproto.OFP_NO_BUFFER:
data = msg.data
out = parser.OFPPacketOut(datapath=datapath, buffer id=msg.buffer id,
in_port=in_port, actions=actions, data=data)

datapath.send msg(out)
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def Forward Packet To Vlan Port(self, msg, vlan id, out port, dst, src, tagged):
self.logger.info("forward packet to a port {}".format(out port))
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
in_port = msg.match['in_port']
dpid = datapath.id

actions =[]

# in port == access port, out port == access port
if (Vlan_Definition.This_Is Access MAC(dpid, vlan_id, src) and
Vlan_Definition.This_Is Access MAC(dpid, vlan_id, dst)):
self.logger.info("Access port {} to access port {} : VLAN
{}".format(in_port,out port,vlan_id))

actions.append(parser.OFPActionOutput(out port))
match = parser.OFPMatch(in_port=in_port, eth dst=dst, eth_src=src)
if msg.buffer id != ofproto. OFP_NO BUFFER:
self.add flow(datapath, 1, 0, match, actions, msg.buffer id)
return
else:
self.add_flow(datapath, 1, 0, match, actions)

# in port == access port, out port == trunk port
elif (Vlan_Definition.This_Is Access MAC(dpid, vlan _id, src) and
Vlan_Definition.This_Is Trunk Port(dpid, vlan id, out port)):
self.logger.info("Access port {} to trunk port {} : VLAN
{}".format(in_port,out port,vlan_id))

actions.append(parser.OFPActionPushVI1an(0x8100))
vid = vlan_id | ofproto_vl 3.0OFPVID PRESENT
actions.append(parser.OFPActionSetField(vlan_vid=vid))
actions.append(parser.OFPActionOutput(out port))
match = parser.OFPMatch(in_port=in_port, eth dst=dst, eth_src=src)
if msg.buffer id != ofproto. OFP_NO BUFFER:

self.add flow(datapath, 1, 0, match, actions, msg.buffer id)

57

d0i:10.6837/ncnu202300216



return
else:
self.add_flow(datapath, 1, 0, match, actions)

# in port == trunk port, out port == access port
elif (Vlan_Definition.This_Is Trunk Port(dpid, vlan_id, in_port) and
Vlan_Definition.This_Is Access MAC(dpid, vlan_id, dst)):
self.logger.info("Trunk port {} to access port {} : VLAN
{}".format(in_port,out port,vlan_id))

actions.append(parser.OFPActionPopVlan())
actions.append(parser.OFPActionOutput(out_port))
vid = vlan_id | ofproto_vl 3.0OFPVID PRESENT
match = parser.OFPMatch(in_port=in_port, vlan_vid=vid, eth_dst=dst,
eth_src=src)
if msg.buffer id != ofproto. OFP_NO BUFFER:
self.add flow(datapath, 1, 0, match, actions, msg.buffer id)
return
else:
self.add_flow(datapath, 1, 0, match, actions)

# in port == trunk port, out port == trunk port
elif (Vlan_Definition.This_Is Trunk Port(dpid, vlan_id, in_port) and
Vlan_Definition.This_Is Trunk Port(dpid, vlan id, out port)):
self.logger.info("Trunk port {} to trunk port {} : VLAN
{}".format(in_port,out port,vlan_id))

actions.append(parser.OFPActionOutput(out_port))

vid = vlan_id | ofproto_vl 3.0OFPVID PRESENT

match = parser.OFPMatch(in_port=in_port, vlan_vid=vid, eth_dst=dst,

eth_src=src)

if msg.buffer id != ofproto. OFP_NO BUFFER:
self.add flow(datapath, 1, 0, match, actions, msg.buffer id)
return

else:
self.add_flow(datapath, 1, 0, match, actions)

else:
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self.logger.info("Unknown event: in port {} to out port {} : VLAN
{}".format(in_port,out port,vlan_id))

data = None
if msg.buffer id == ofproto.OFP_NO_BUFFER:
data = msg.data
out = parser.OFPPacketOut(datapath=datapath, buffer id=msg.buffer id,
in_port=in_port, actions=actions, data=data)
datapath.send msg(out)

@set_ev_cls(ofp_event.EventOFPPacketln, MAIN DISPATCHER)
def packet in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

in_port = msg.match['in_port']

dpid = datapath.id

pkt = packet.Packet(msg.data)
eth = pkt.get protocols(ethernet.ethernet)[0]

vlan_id =0
tagged =0
dst = eth.dst

src = eth.src

access_port_data src_url 1= f"http://localhost:5000/{access port url}/{dpid}"
access_port_data src url 2 =

f"http://localhost: 5000/ {access_port url}/{dpid}/{src}"
url read src 1 =requests.get(access_port data src_url 1)
url read src 2 =requests.get(access_port data src_url 2)
access_port_data src 1 =url read src_1.json()

access_port_data src 2 =url read src_2.json()

access_port_data dst url 1= f"http://localhost:5000/{access port url}/{dpid}"
access_port_data dst url 2 =
f"http://localhost: 5000/ {access_port url}/{dpid}/{dst}"
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url read dst 1 =requests.get(access_port data dst url 1)
url read dst 2 =requests.get(access_port data dst url 2)
access_port_data dst 1 =url read dst 1.json()
access_port_data dst 2 =url read dst 2.json()

# Fliter LLDP

if eth.ethertype == ether types. ETH TYPE LLDP:
return

# If packet have VLAN ID, record VLAN ID

elif eth.ethertype == ether types.ETH _TYPE 8021Q:
vlan_hdr = pkt.get protocols(vlan.vlan)[0]
vlan_id = vlan_hdr.vid
tagged =1

else:
# If packet have't VLAN ID, confirm the src or dst mac address whether it is

in the control list

if src in access_port_data src_1:
vlan id = access port data src 2
elif dst in access_port _data_dst 1:
vlan id = access port data dst 2
else:

pass

# Mac Address Table
self.mac_to port.setdefault(dpid, {})
self.mac_to_ port[dpid][src] = in_port

print(self.mac_to_port)

if dst in self.mac_to port[dpid]:
out_port = self.mac_to port[dpid][dst]
self.Forward Packet To Vlan Port(msg, vlan id, out port, dst, src,

tagged)

else:
out_port = ofproto.OFPP_FLOOD
self.Flood Packet To Vlan Ports(msg, vlan id, tagged,src,dst,out port)
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@set_ev_cls(ofp_event.EventOFPPortStateChange, MAIN DISPATCHER)
def port_state change handler(self, ev):

datapath = ev.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

change port = ev.port no

del mac = None

for host in self.mac_to_port[datapath.id]:
if self.mac_to port[datapath.id][host] == change port:
del match = parser.OFPMatch(eth_src=host)
self.del flow(datapath=datapath, match=del match, table id=0)
del _mac = host
break

if del_mac != None:

del self.mac_to port[datapath.id][del mac]
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from flask import Flask, jsonify, request

app = Flask(_ name )

#OR K TN B
access_port_data = {

1:{
"00:00:00:00:00:01":10,
"00:00:00:00:00:02":20,
"00:00:00:00:00:03":30,

}

trunk port data = {
1:{
1:[10,20,301}

@app.route('/access_port_data', methods=['GET'])

def get_access port_all():

try:

result = access_port_data
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except KeyError:

result = "Not Found dpid"

return jsonify(result)

@app.route('/access_port_data/<int:dpid>', methods=['GET'])
def get Access MAC and VLANID(dpid):
try:
result = access_port_data[dpid]
except KeyError:

result = "Not Found dpid"

return jsonify(result)

@app.route('/access_port_data/<int:dpid>/<string:mac>', methods=['GET'"])
def get Access VLANID(dpid,mac):
try:
result = access_port_data[dpid][mac]
except KeyError:

result = "Not Found VLAN ID"

return jsonify(result)

@app.route('/trunk port data/<int:dpid>',methods = ['GET'] )
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def get trunk port and VLANID(dpid):
try:
result = trunk port data[dpid]
except KeyError:

result = "Not Found dpid"

return jsonify(result)

@app.route('/trunk_port_data/<int:dpid>/<int:port number>',methods = ['GET'] )
def get trunk vlanID(dpid,port number):
try:
result = trunk port data[dpid][port number]
except KeyError:

result = "Not Found VLAN ID"

return jsonify(result)

1 1

if name ==' main "

app.run(debug = True)
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